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Part 1 - General Data Protection Regulation (GDPR)  

 

The General Data Protection Regulation 2016 affects every organisation which handles 

personal data.  Both the School and its staff have responsibilities within the provisions of 

GDPR.  Data protection applies to both computer and manual records. 

 

Personal Data 

 

Any information relating to an identified or identifiable natural person (data subject); an 

identifiable person is one who can be identified directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person.  This includes identifiers such as 

IP addresses and biometric data these are also ‘personal data’. 

 
 

Sensitive personal data includes data relating to the following: 

 

 Racial or ethnic origin 

 Political opinions 

 Religious or philosophical beliefs 

 Trade union membership 

 Genetic data 

 Biometric data 

 Health 

 Sex life 

 Sexual orientation 

 

Data Controller 

 

The School (QE Academy trust) is a registered Data Controller and as such will ensure that 
the personal data it controls is collected, stored, used, shared and processed in a fair, 

transparent and lawful manner.   

 

The school will determine: 

 

 The legal basis for collecting data 

 Which items of personal data to collect 

 The purpose(s) the data is to be used for 

 Which individuals to collect data about 

 Whether to disclose the data and, if so, to whom 

 Whether subject access and other individual’s rights apply 

 How long to retain the data 
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The school and its Data Processors will adhere to the six principles of GDPR when 

processing personal data, ensuring it is: 

 

 Processed fairly, lawfully and in a transparent manner 

 Used for specified, explicit and legitimate purposes 

 Used in a way that is adequate, relevant and limited 

 Accurate and kept up-to-date 

 Kept no longer than is necessary 

 Processed in a manner that ensures appropriate security of the data 

 

The School will identify and record the legal basis for processing data before it is processed. 

 

The six legal bases for processing the personal data are: 

 

 Consent has been obtained from the data subject 

 Necessary for the performance of a contract with the data subject 

 Necessary for compliance with a legal obligation 

 Necessary to protect the vital interests of a data subject or another person 

 Necessary to carry out tasks in the public interest.  This is the legal basis that 

will apply to the majority of processing of personal data in the school. 

 Necessary for the purposes of legitimate interests pursued by the data controller or 

a third party 

 

Data breaches 

 

The school has a process in place to ensure that it can identify data breaches, investigate the 

cause, respond quickly and implement measures to prevent recurrence.  Any data breaches 
which have the potential to have a significant detrimental effect on the individual(s) through 

discrimination, damage to reputation, financial loss, loss of confidentiality or any other 

economic or social disadvantage will be reported by the Data Controller to the ICO within 

72 hours of discovery. 

 

If staff identify a data breach they must inform their line manager immediately and complete 

a data breach form which will be passed to the DPO. 

 

‘Privacy by design’. 

 

Privacy by design means ensuring that the protection of any personal data is considered at 

the very outset of any new processes or technologies that are implemented.   

  

The school will: 

 train its staff to ensure they are aware of the requirements and their obligations 

under GPDR; 

 conduct Privacy Impact Assessments (PIA) to assess any risks involved in 

processing and will put in place measures to reduce these risks; 

 provide appropriate resources to implement the measures 

 check the PIAs (or summaries of them) conducted by their suppliers if it is sharing 

data with them 

 ensure that it can evidence that this was considered and prove its compliance 
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Data Protection Impact Assessment (DPIA) - Identifying privacy & other risks 

 

A DPIA will be completed to assess the risks when new technologies or processes are 

introduced that use personal data.   

 

Staff must consider the following questions and if the answer is yes to any of them they will 

need to inform their line manager and complete a DPIA Questionnaire which will be sent to 

the Data Protection Officer for consultation and an assessment of the controls required. 

 

 Will the activity involve the collection of new information about individuals?  

 Will the activity require individuals to provide information about themselves?  

 Will information about individuals be disclosed to organisations or people who have 

not previously had routine access to the information?  

 Are you using information about individuals for a purpose it is not currently used for, 

or in a way it is not currently used?  

 Does the activity involve you using new technology which might be perceived as 

being privacy intrusive? For example, the use of biometrics (e.g. fingerprinting or 
photographs of individual children).  

 Will the activity result in you making decisions or taking action against individuals in 

ways which can have a significant impact on them?  

 Is the information about individuals of a kind particularly likely to raise privacy 

concerns or expectations? For example, health records, criminal records or other 

information that people would consider to be particularly private.  

 Will the activity require you to contact individuals in ways which they may find 

intrusive?  

 

Assessment of Data Processors 

 

GDPR requires the school to ensure that where we use the services of a data processor 

(i.e. an organisation who processes personal data on our behalf) that we assess the 

suitability of the processor before passing personal data to them and that there is a written 

contract in place which sets out specific information.   

 

All staff must therefore inform and receive authorisation from the Director of Finance & 

Resources and the DPO before passing personal data to any new data processor.  The 

Director of Finance & Resources and the DPO will assess the suitability of the proposed 

processor and ensure a contract is in place before authorising the transfer of any personal 

data. 

 

Data Protection Officer 

 

The school will appoint a Data Protection Officer (DPO).    

 
The DPO is currently Amber Badley, a Data Protection Consultant from Babcock 

LDP. 

 

The DPO has three main responsibilities: 
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1. To advise and inform the school and its staff about their obligations to comply with 

GDPR and any other data protection legislation 

2. To monitor the school’s compliance with GDPR, train staff, conduct audits. 

3. To be the first point of contact with the ICO and data subjects. 

 

Data Subjects 

 

Data Subjects have the following rights under GDPR: 

  

 The right of access 

 The right to rectification 

 The right to erasure 

 The right to restrict processing 

 The right to data portability  

 The right to object 

 Rights in automated decision-making and profiling 

 

Subject Access Requests (SAR) 

 

Individuals are entitled to request a copy of the personal data held by the school, which 

must be supplied within one month of the request and must be easily understood and 

accurate.  A copy of the information will be provided free of charge. However, a fee based 

on the administrative cost of providing the information will be charged when a request is 

manifestly unfounded or excessive.  A fee may also be charged to comply with requests for 

further copies of the same information.   The Data Manager will compile SAR requests for 

student data and the Personnel Officer for employee data. 

 

Staff 

 

Staff must comply with the requirements of GDPR.  Most staff will process personal data as 

part of their role.   

 

Staff must: 

 

 Process personal data fairly, lawfully and in a transparent manner 

 Only use it for specified, explicit and legitimate purposes 

 Only use what is adequate and relevant and limited to the purposes identified 

 Ensure personal data is accurate and kept up-to-date 

 Ensure personal data is kept no longer than is necessary and comply with our 

retention of records schedule 

 Ensure personal data is disposed of securely using the approved method and a 

licensed contractor 

 Ensure personal data is stored in a manner that ensures appropriate security of the 

data 

 Only pass Personal data to authorised people or organisations  

 Notify the Principal if any personal data is lost or passed to an unauthorised person 

or organisation.  For example sending an email containing personal data to the 

wrong address, losing a file containing personal data 
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Staff data security and confidentiality (read in conjunction with Part 4) 

 Personal data should only be supplied to those within the school who need it for 
their legitimate work and it should be safeguarded against unauthorised access for 

instance by using robust passwords to access data held digitally and storing  paper 

documents in a  physically secure place 

 Staff taking data away from the school should ensure data remains secure for 

example only saved to an encrypted school device 

 Data that is no longer required should be destroyed securely 

 Do not use unencrypted USB storage devices for any personal data 

 Notify the Principal immediately in event of loss or theft of personal data 

 Staff are required to maintain an appropriate standard of confidentiality, this 

obligation shall continue indefinitely.  Any disclosures of confidential information 

(including personal data) made outside the proper course of duty will be treated as a 

serious disciplinary offence 

 Refer to Part 4 – Data Security  

 

Further guidance can be obtained from the DPO, Director of Finance and Resources, 

Exams, Data Team Leader and ICT Team Leader. 
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Part 2 - Publication Scheme on information available under the Freedom of 

Information Act 2000 (FOIA 2000) 

 

Introduction 

One of the aims of the FOIA 2000 is that organisations in the public sector should be clear 

and proactive about the information they will make public. 

To do this we must produce a publication scheme, setting out: 

 

 The classes of information which we publish or intend to publish; 

 The manner in which the information will be published 

 

The scheme covers information already published and information which is to be published 

in the future.  All information in our publication scheme is either available on our website to 

download and print off or available in paper form. 

Some information which we hold may not be made public, for example personal 

information. 

This publication scheme conforms to the model scheme for schools approved by the 

Information Commissioner. 

Categories of information published 

The publication scheme guides you to information which we currently publish (or have 

recently published) or which we will publish in the future. This is split into categories of 

information known as ‘classes’. These are contained in section 6 of this scheme.   

How to request information  

If you require a paper version of any of the documents within the scheme, please contact 

the school by telephone, email, fax or letter. Contact details are set out below or you can 

visit our website at: -  www.qe.devon.sch.uk    

Email:     admin@qe.devon.sch.uk 

Contact Address:  

Queen Elizabeth’s School, Western Road, Crediton, Devon, EX17 3LU 

To help us process your request quickly, please clearly mark any correspondence 

“FREEDOM OF INFORMATION REQUEST” (in CAPITALS please). If the 

information you’re looking for isn’t available via the scheme and isn’t on our website, you 

can still contact the school to ask if it is available.  

http://www.qe.devon.sch.uk/
mailto:admin@qe.devon.sch.uk
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Paying for information 

Information published on our website is free, although you may incur costs from your 

Internet service provider. If you don’t have Internet access, you may be able to access our 

website using a local library. Single copies of information covered by this publication are 

normally provided free.   

If your request means that we have to do a lot of photocopying or printing, or pay a large 

postage charge, or is for a priced item such as some printed publications or videos we will 

let you know the cost at the time of your request.  

Information to be published 

 How the information 

can be obtained  

Class 1 - Who we are and what we do  

(Organisational information, structures, locations 

and contacts)  

  

This will be current information only  

     

  

 Website 

Who’s who – School   Website 

Who’s who on the governing body and the basis of 

their appointment  

 Website 

Instrument of Government – Memorandum & 

Articles of Association, Funding Agreement 

Website 

Contact details for the Principal and for the 

governing body  

Website 

School prospectuses Website 

School session times and term dates  Website 

  

Class 2 – What we spend and how we spend it  

Most recent 2 year’s audited accounts and Trustees 

statement.   

 

 

 

 

Website 

Annual budget plan for current year  Printed copy on request 

Capital funding   Printed copy on request 

Additional funding   Printed copy on request 

Procurement procedures   Printed copy on request 

Pay policy and Performance Management/Appraisal 

Policy  

 Printed copy on request 

Governors’ expenses policy  Website 

Class 3 – What our priorities are and how we 

are doing  

Performance Data 

Trustees Report for 2 most recent years. 

Government supplied performance data  

Ofsted report - Summary  - Full report  

  

 

 

 

Website or link to DFE 

tables/Ofsted report. 
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Schools future plans (School Improvement Plan -SIP)  Printed copy on request  

   

Class 4 – How we make decisions  

Decision making processes, Terms of reference for 

Governor committees and records of decisions. 

  

Current and previous two years as a minimum  

  

 

Printed copy on request 

Admissions policy/decisions (not individual 

admission decisions)  

 Website 

Agendas of meetings of the governing body and (if 

held) its sub-committees  

 Printed copy on request 

Minutes of meetings (as above) – n.b. this will 

exclude information that is properly regarded as 

personal data  

 Printed copy on request 

Class 5 – Our policies and procedures  

Current policies for delivering our services and 

responsibilities  

  

Current information only  

  

 

Printed copy on request 

School policies including:  

Health and Safety  

Complaints procedure  

Equality and diversity (including equal opportunities) 

policies 

 Printed copy on request 

Website 

Student and curriculum policies, including:  

Curriculum  

Sex education  

Special educational needs  

Collective worship  

Careers education   

Behaviour Strategy 

 

Website 

Records management and personal data policies, 

including:  

Information policy includes: 

 Website  

Charging regimes and policies.   

Charging and remissions policy 

Charging and Lettings Policy  

 Website 

Class 6 – Lists and Registers  

  

Currently maintained lists and registers only  

  

(hard copy -  some 

information may only be 

available by inspection)  

Curriculum circulars and statutory instruments  Not provided 

Disclosure logs   Not provided 

Fixed Asset register  Available for inspection 

upon request 
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Any information the school is currently legally 

required to hold in publicly available registers (this 

does not include the attendance register)  

 Printed copy on request 

Class 7 – The services we offer  

(Information about the services we offer, including 
leaflets, guidance and newsletters produced for the 

public and businesses)  

  

Current information only  

  

(hard copy or website; 

some information may 
only be available by 

inspection)  

Extra-curricular activities   Website & Printed copy 

on request - 

Out of school clubs  Website & Printed copy 

on request 

School publications   Printed copy on request 

Services for which the school is entitled to recover 

a fee, together with those fees  

 Printed copy on request 

Leaflets books and newsletters   Printed copy on request 

and Website 

Additional Information  

 

Boarding Schedule of Fees 

Website and printed copy 

on request 

 

Feedback and Complaints  

We welcome any comments or suggestions you may have about the scheme. If you want to 

make any comments about this publication scheme or if you require further assistance or 

wish to make a complaint then initially this should be addressed to The Principal, Queen 

Elizabeth’s School, Western Road, Crediton, Devon, EX17 3LU. 

 

If you are not satisfied with the assistance that you get or if we have not been able to 

resolve your complaint and you feel that a formal complaint needs to be made, then this 

should be addressed to the Information Commissioner’s Office. This is the organisation that 

ensures compliance with the Freedom of Information Act 2000 and that deals with formal 

complaints. They can be contacted at: 

Information Commissioner, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 

5AF  

or 

Enquiry/Information Line: 01625 545 700 

Email:   publications@ic-foi.demon.co.uk. 

Website : www.informationcommissioner.gov.uk   

mailto:publications@ic-foi.demonco.uk
http://www.informationcommissioner.gov.uk/
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Part 3 - The Retention Schedule 

 

The purpose of the retention schedule 

 

Under the Freedom of Information Act 2000, schools are required to maintain a 

retention schedule listing the records which the school creates in the course of its 

business. The retention schedule lays down the length of time which the record 

needs to be retained and the action which should be taken when it is of no further 

administrative use.  

 

Members of staff are expected to manage their current record keeping systems 

using the retention schedule and to take account of the different kinds of retention 

periods when they are creating new record keeping systems. 

 

The retention schedule refers to all information, regardless of the media in which 
they are stored.  

 

Maintaining and amending the retention schedule 

 

Where appropriate the retention schedule should be reviewed and amended to 

include any new record series created and remove any obsolete record series. 

 

What to do with records once they have reached the end of their 

administrative life 

 

 Destruction of records 

 Where records have been identified for destruction they should be disposed 

of in an appropriate secure way by a licenced contractor where they contain 

Personal Data.  

 

 The Freedom of Information Act 2000 requires the school to maintain a list of 

records which have been destroyed and who authorised their destruction. 

Members of staff should record at least: 

 File reference (or other unique identifier); 

 File title (or brief description); 

 No of files 

 The name of the authorising officer 
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1. Governors – Person Responsible – Clerk to Governors  

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

Action at the end of the 

administrative life of the 

record 

      

Minutes No  Permanent  Transfer to Archives 

Agendas No  6 years from date of meeting   Transfer to Archives 

Reports No  Date of report + 6 years  Transfer to Archives 

 

Statutory Books No  Permanent  Transfer to Archives when 

the school has closed 

Trusts and Endowments No  Permanent  Transfer to Archives 

Action Plans No  Date of action plan + 6 years  Transfer to Archives 

Policy documents No  Expiry of policy   

Complaints files Yes  Date of resolution of complaint + 6 years   

Statutory Accounts   Permanent - Retain whilst Trust is open + 

6 years 

  

 

 

6.2  DfE – Person Responsible – Clerk to Governors 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

DfE/EFSA Returns   Current year + 6 years   

Circulars from DfE/EFSA   Whilst operationally required   

 

6.3 Senior Management – Person Responsible – PA to Support & Leadership Team  

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 
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6.3 Senior Management – Person Responsible – PA to Support & Leadership Team  

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Reports made by the Principal or the management team Yes1  Date of report + 3 years   

Minutes of the Support & Leadership Team   Yes1  Date of meeting + 5 years    

Records created by Support and Leadership Team Yes1  Closure of file + 6 years   

Correspondence created by the Support and Leadership Team Yes  Date of correspondence + 3 years   

 

6.4 Management – Person Responsible – Support & PR Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Log Books – Accident and 

Incident 

Yes1  Date of last entry in the book + 25 years   

Minutes of COG and other 

internal administrative bodies 

Yes1  Whilst operationally required – Max Date 

of meeting + 6 years  

  

Records created by YTL and 

other members of staff with 

administrative responsibilities 

Yes1  Whilst operationally required – Max Date 

of creation + 6 years 

  

Correspondence created by 

YTL and other members of 

staff with administrative 

responsibilities 

No  Whilst operationally required – Max Date 

of creation + 6 years 

  

School Improvement Plan No  Whilst operationally required – Max Date 
of creation + 6 years 
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6.5 Administrative – Person Responsible – Support & PR Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

General file series 
 

 Current year + 5 years   

School prospectus 
 

 Current year + 3 years   

Circulars (staff/parents/pupils)   Current year + 1 year   

Newsletters, ephemera 
 

 Current year + 1 year   

Visitors’ book 
 

 Current year + 2 years   

 

 

6.6 Students –  Person Responsible – Data Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Admission Registers Yes  Date of last entry in the book (or file) + 6 

years 

  

Attendance registers Yes  Date of register + 7 years   

Student record cards 

 

Yes  DOB of the pupil + 25 years2 Transfer to 

Archives 

 

Letters authorising absence No  Date of absence + 2 years   
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6.6 Students –  Person Responsible – Data Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Absence books   Current year + 6 years   

Examination results Yes     

 Public No  Year of examinations + 6 years Transfer to 

Archives 

 

 Unclaimed Examination 

Certificates 

Yes  Year of examinations + 6 years Transfer to 

Archives 

 

 Internal examination results 

 

Yes  Current year + 5 years Transfer to 

Archives 

 

Any other records created in the 

course of contact with students 

Yes/No  Current year + 3 years Review at the end 

of  3 years and 

either allocate a 

further retention 

period up to max 

DOB of the pupil + 

25 years3 

 

 

6.6 Students –  Person Responsible –SENDCO 

Statement/EHCP  Yes Special Educational Needs 

and Disability Act 2001 

Section 1 

DOB + 30 years DESTROY unless legal action is 

pending 

 

Proposed statement/EHCP or 

amended statement 

Yes Special Educational Needs 

and Disability Act 2001 

Section 1 

DOB + 30 years DESTROY unless legal action is 

pending 

 

Advice and information to 

parents regarding educational 

needs 

Yes Special Educational Needs 

and Disability Act 2001 

Section 2 

Closure + 12 years DESTROY unless legal action is 

pending 
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6.6 Students –  Person Responsible – Data Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Accessibility Strategy Yes Special Educational Needs 

and Disability Act 2001 

Section 14 

Closure + 12 years   

Student  SEN Files Yes  DOB + 30 years   

Special Educational Needs files, 

reviews and Individual Education 
Plans 

Yes  DOB of the pupil + 30 

year 

  

 

 

6.7 Curriculum – Person Responsible - Data Team Leader 

 

Basic file description 
GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Curriculum 

development 

No  Current year + 6 years 

 

  

Curriculum returns No  Current year + 3 years   

School syllabus 

 

No  Current year + 1 year   

Schemes of work No  Current year + 1 year   

Timetable No  Current year + 1 year   

Class record books No  Current year + 1 year   

Mark Books No  Current year + 1 year   

Record of homework 

set 

No  Current year    

Students’ work No  Current year + 1 year   

Examination results Yes  DOB of the pupil + 25 years  Transfer to Archives 

SATS records Yes  DOB of the pupil + 25 years   
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6.7 Curriculum – Person Responsible - Data Team Leader 

 

Basic file description 
GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

PANDA reports Yes  DOB of the pupil + 25 years   

Value added records Yes  DOB of the pupil + 25 years   

 

 

 

 

6.8 LA - Person Responsible – Data Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Secondary transfer sheets 

(Primary) 

Yes  DOB of the pupil + 25 years   

Attendance returns Yes  Current year + 1 year   

 

 

 

6.9 Personnel – Person Responsible – HR Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Timesheets,  (Leave/Overtime 

records) 

Yes Financial 

Regulations 

Current year + 3 years   

Salary Personal files Yes Yes After employment ceases + 10 years   

Staff Personal files Yes  After employment ceases + 10 years   

Interview notes and recruitment 

records 

Yes  Date of interview + 12 months   
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6.9 Personnel – Person Responsible – HR Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Pre-employment vetting 

information (including DBS 

checks) 

No DBS 

guidelines 

Employment + 6 years   

Disciplinary proceedings: Yes   

 Oral warning   Date of warning + 6 months   

 written warning – level one   Date of warning + 6 months   

 written warning – level two   Date of warning + 12 months   

 final warning   Date of warning + 18 months   

 case not found   DESTROY immediately at the conclusion of the 

case 

  

Records relating to 

accident/injury at work 

Yes  Date of incident + 12 years Review at the end of 

this period. In the 

case of serious 

accidents a further 

retention period will 
need to be applied 

 

Annual appraisal/assessment 

records 

No  Current year + 5 years   

Maternity pay records Yes Statutory 

Maternity Pay 

(General) 

Regulations 

1986 (SI 

1986/1960), 

revised 1999 
(SI 1999/567) 

Current year, +3yrs   

Sickness Records   Current year, +6 yrs   



   19 

6.9 Personnel – Person Responsible – HR Team Leader 

 

Basic file description GDPR 

Issues 

Statutory 

Provisions 

Retention Period 

[operational] 

 

Professional development plans 

 

Yes  Current year, +6 yrs   

 

 

6.10 Health and Safety – Person Responsible – Premises Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Accessibility Plans  Disability Discrimination Act Current year + 6 years   

Accident Reporting  Social Security (Claims and Payments) 

Regulations 1979 Regulation 25. Social 

Security Administration Act 1992 Section 8. 

Limitation Act 1980 

   

 Adults Yes  Current year + 25 years   

 Children Yes  DOB  + 25 years4   

COSHH   Whilst product in use   

Major incident reports Yes  Current year + 25 years   

Policy Statements   Date of expiry + 1 year   

Risk Assessments   Current year + 3 years   

Process of monitoring of areas 

where employees and persons are 

likely to have come in contact with 

asbestos  

 

  Last action + 40 years   

                                            
4  
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6.10 Health and Safety – Person Responsible – Premises Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Process of monitoring of areas 

where employees and persons are 

likely to have come in contact with 

radiation 

  Last action + 50 years   

Fire Precautions log books   Current year + 6 years   

 
 

 

6.11 Property – Person Responsible – Premises Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Plans   Permanent   

Maintenance and 

contractors 

 Financial Regulations Current year + 6 years   

Burglary, theft and 

vandalism report forms 

  Current year + 6 years   

Maintenance log books   Last entry + 6 years   

Contractors’ Reports   Current year + 6 years   

 

 

6.12 Boarding – Person Responsible – Head of Boarding  

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Boarding contracts issued 

to parents 

Yes Financial Regulations Current year + 6 years   
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6.12 Boarding – Person Responsible – Head of Boarding  

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Medical Records of 

boarding students 

Yes  DOB  + 25 years5   

Personal Student 

information 

Yes  DOB  + 25 years6   

 

6.13 Finance – Person Responsible – Finance Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

Annual Accounts  Financial Regulations - Yes Permanent   

Loans and grants  Financial Regulations - Yes Date of last payment on loan + 6 years   

Contracts      

 under seal   Contract completion date + 12 years   

 under signature   Contract completion date + 6 years   

       

Petty Cash   Current year + 6 years   

Budget reports, budget 

monitoring etc 

  Current year + 6 years   

Invoice, receipts and other 

records covered by the 

Financial Regulations 

 Financial Regulations Current year + 6 years   

Annual Budget and 

background papers 

  Current year + 6 years   

Order books and requisitions   Current year + 6 years   

                                            
5  
6  
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6.13 Finance – Person Responsible – Finance Team Leader 

 

Basic file description GDPR 

Issues 

Statutory Provisions Retention Period 

[operational] 

 

      

Debtors’ Records  Limitation Act 1980 Current year + 6 years   

Trip Documentation   Current year + 6 years   

Cheque books   Current year + 6 years   

Paying in books   Current year + 6 years   

Bank Statements   Current year + 6 years   

Applications for free school 

meals, travel, uniforms etc 

  Whilst child at school + 3 years   

Student grant applications   Current year + 3 years   

Free school meals registers Yes Financial Regulations Current year + 6 years   

Employer's Liability certificate   Permanent whilst the school is open   

Inventories of equipment and 

furniture 

  Current year + 6 years   

Title Deeds   Permanent   

Leases   Expiry of lease + 6 years   

Lettings   Current year + 6 years   
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Part 4 - Data security - Staff 

 

 

Introduction  

 

The purpose of this policy (including the ICT Acceptable Use and Confidentiality Agreement)  

is to assist in the protection of all information assets owned and used by QE Academy Trust. 

This includes protecting equipment and information from unauthorised or unlawful access, 

accidental or deliberate loss, damage, theft, disclosure or destruction. 

 

It is the personal responsibility of all employees (temporary or permanent), governors, 

volunteers, contractors, agents and anyone else processing information on our behalf to 

comply with this policy and keep our equipment and information secure. Agency workers and 

sub-contractors who are required to use the School’s systems should also be made aware of, 

and will be expected to comply with this policy.  

 

This explains what our expectations are when our computer equipment is used and our 

information is accessed.  

 

Any deliberate breach of this policy could amount to a criminal offence under one or more 

pieces of legislation, for example the Computer Misuse Act 1990 and the General Data 

Protection Regulation 2016. All incidents will be investigated and action may be taken under the 

School’s formal disciplinary procedure. A serious breach of this policy could be regarded as 

gross misconduct and may lead to dismissal and / or criminal action being taken. 

 

Network Security  

 

All School computers have anti-virus software installed and this is scheduled to run at regular 

intervals. If you suspect your computer is infected with a virus, contact the ICT Helpdesk 

immediately.  

 

Users should never download files from unknown or suspicious sources. All spam e-mails 

should be deleted and suspicious attachments or those from an unknown source must not be 

opened.  
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Users should never attempt to disable their anti-virus software on their computer. If 

problems arise, the user should contact the ICT Help Desk for assistance.  

 

The school cannot control anti-virus systems on third party computers. Employees are to 

ensure that consultants and contractors do not plug their computers onto our network 

without prior approval from ICT.  

 

Disposal of information and computer equipment  

All personal data or confidential information held in paper form should be destroyed securely 

when it is no longer needed. The School provides ‘locked confidential waste bins’ and 

shredders for the disposal of this kind of information. Please refer to the Retention Schedule 

for retention periods. 

Redundant, faulty or unused hardware must only be disposed of by a licenced contractor. 
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ICT Acceptable Use and Confidentiality Agreement for Staff  

(including Governors and Volunteers) 

This ICT Acceptable Use and Confidentiality Agreement is intended to ensure: 

 that staff will be responsible users and stay safe while using the internet and other communications 

technologies for educational, personal and recreational use.  

 that school systems and users are protected from accidental or deliberate misuse that could put the 

security of the systems and users at risk.  

 that staff are protected from potential risk in their use of technology in their everyday work.  

 that personal data and confidential information is kept secure and not disclosed without authorisation. 

I understand that I must use school systems and personal data in a responsible way, to ensure that there is no 

risk to my safety or to the safety and security of the systems and other users.  

For my professional and personal safety: 

 I understand that the school will monitor my use of the school’s digital technology and communication 

systems and reserves the right to access and audit data on all school computers, digital storage devices, 

cloud storage, email and laptops.  

 I am aware that any correspondence, documents, records or handwritten notes I create for work related 

purposes, may be disclosable to the public, under the Freedom of Information Act 2000 or the General 

Data Protection Regulation 2016. Any comments I record or notes I write about an individual must be 

professional and: 

o Accurate, factual, up-to-date and fair 

o Used for legitimate purposes 

o Used in a way that is adequate, relevant and limited 

o Kept no longer than is necessary 

o Kept securely 

 I understand that the rules set out in this agreement also apply to use of these technologies (e.g. laptops, 

email, apps, online platforms etc.) out of school, and to the transfer of personal data (digital or paper 

based) out of school. 

 I understand that the school digital technology systems are primarily intended for educational use and that 

I will only use the systems for personal or recreational use in a limited and responsible manner.  

 I will not use school equipment, systems or information for your my commercial/business use or for 

political purposes.   

 I will ensure my passwords are hard to guess and that they contain at least eight characters. (They should 

include a mixture of upper and lower case letters, numbers and special characters such as ! # £ $. This 

makes the password more secure.)  I will change my password at least once a term.   
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 I will not disclose my username or password to anyone else, nor will I try to use any other person’s 

username and password. I understand that I should not write down or store a password where it is 

possible that someone may steal it. 

 I will immediately report any illegal, inappropriate or harmful material or incident I become aware of, to 

my line manager and a Safeguarding Officer.   

I will be professional in my communications and actions: 

 I will not access, copy, remove or otherwise alter any other user’s files, without their express permission. 

 I will communicate with others in a professional manner, I will not use inappropriate language and I 

appreciate that others may have different opinions.  

 I will ensure that when I take and / or publish images of others I will do so only with their permission and 

in the case of students under 16 with the written consent of their parent/carers.  I will not use my 

personal equipment to record these images, unless I have permission to do so from the Principal. Where 

these images are published (e.g. on the school website, social media or local press) I will not identify by 

name, or other personal information, those who are featured without their permission.  

 I will not use personal social networking sites in school on school equipment. 

 I will only communicate with students and parents / carers using official school systems. Any such 

communication will be professional in tone and manner. I will not give my personal contact details to 

students.   

 When using email for personal data or confidential information I will follow these guidelines: 

o Don’t email information which identifies people unless you have to. 

o Ensure you have attached the correct person’s file. 

o Check the recipient is entitled to all of the information. 

o Use the ‘BCC’ field when emailing groups of people using their private email 

address, so others can’t see it. 

o Double check you’ve entered the correct recipient’s email address and send a 

test email to any new contacts. 

o If attaching spreadsheets, check for hidden information in tabs, hidden columns, 

pivot tables etc which you may not be allowed to share. 

o Check the whole email chain is appropriate to forward on. 

o When emailing sensitive information ask a colleague to peer check the 

attachments and email address before sending. 

o Use email encryption to send sensitive information externally where possible. 

o When you can’t send sensitive information via an encrypted email password 

protect attachments and send the password separately, preferably by a different 

communication method.  
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 If I receive an e-mail or communication which is intended for another person I will notify the sender 

immediately and delete it. I will not make use of the information or disclose the contents to anyone else.  

 I will not engage in any on-line activity that may compromise my professional responsibilities or the 

school’s reputation. 

 When I use my personal mobile devices (laptops / tablets / smart phone etc) in school, I will follow the 

rules set out in this agreement, in the same way as if I was using school equipment.  I will ensure that any 

such devices are protected by up to date anti-virus software and are free from viruses.  I understand that if 

I bring my own device in to school, I do so at my own risk, and the school will not be responsible for any 

loss or damage.   

 Any personal device I use to access school information, such as email, shall be password/PIN protected. 

 I will not open any hyperlinks in emails or any attachments to emails, unless the source is known and 

trusted, or if I have any concerns about the validity of the email (due to the risk of the attachment 

containing viruses or other harmful programmes) 

 I will ensure that my data is regularly backed up to the school network.  

 I will not try to upload, download or access any materials which are illegal or inappropriate or may cause 

harm or distress to others. I will not try to use any programmes or software that might allow me to 

bypass the filtering / security systems in place to prevent access to such materials. 

 I will not install or attempt to install or store programmes of any type on a school device, nor will I try to 

alter computer settings without permission from the IT Manager.  

 I will not disable or cause any damage to school equipment, or the equipment belonging to others. 

 I will report any damage or faults involving equipment or software. 

 I will log off or lock my device when not using it or away from it. 

 I will keep all personal data and confidential work related information securely including locking away 

documents or devices when unattended and not leave them where they could be accidentally or 

inappropriately viewed by someone who is not authorised to have access to the information.  

 I will dispose of all confidential information or personal data held in paper form by placing it in the secure 

confidential waste bins provided or by shredding it.  (Personal data or sensitive information must not be 

disposed of in the normal refuse.)  School computer equipment must also be securely disposed of by a 

licensed contractor by the IT Team. 

When using the internet in my professional capacity or for school sanctioned personal use: 

 I will ensure that I have permission to use the original work of others in my own work 

 Where work is protected by copyright, I will not download or distribute copies (including music and 

videos). 
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 When working away from school I will ensure I only connect to trusted Wi-Fi systems/networks.  I will 

ensure that any work I do remotely is saved on the School’s network system or is transferred to it as 

soon as possible.  

I understand that I am responsible for my actions in and out of the school: 

 I understand that this Acceptable Use Agreement applies not only to my work and use of school digital 

technology equipment and data in school, but also applies to my use of school systems, equipment and 

data off the premises and my use of personal equipment on the premises or in situations related to my 

employment by the school. 

 I will only transport, hold, transfer, disclose or share personal information about myself or others, as 

allowed in this agreement and the School Information Policy.  I will notify any loss of personal data 

immediately. 

 I understand that any personal data (including staff, parent, governor or student data) to which I have 

access, will be kept private and confidential, except when I am required by law or by school policy to 

disclose such information to an appropriate person or authority.  

 I will not at any time during my employment or afterwards (except as so far as is necessary in the course 

of my duties) disclose personal data or confidential school information to anyone internally or externally, 

unless I am fully satisfied that the enquirer or recipient is authorised and is legally entitled to the 

information. Verification must be sought from the Principal/DPO/Line Manager when this is not clear. 

o  All information held about the school or in connection with the school is to be regarded as 

confidential. All emails, notes, memoranda, records and other documents of the school and in 

your possession are and shall remain the property of the school and shall be handed over by you 

to the school from time to time on demand and, in any event, upon termination of your 

employment.   

 I understand that if I undertake work of a confidential nature or become aware of any sensitive/confidential 

personal data or school information that I will take all reasonable precautions to keep it safe and secure 

and avoid its disclosure or discovery by anyone unauthorised to be in possession of it.  I understand that 

telephone and email conversations in particular should be conducted in a confidential and professional 

manner and that confidential information should never be disclosed on social media (including in private 

messages or forums).  

I understand that if I fail to comply with this Agreement it may be regarded as gross misconduct and as such 

could be grounds for dismissal, subject to the provisions of the disciplinary procedure. This could also include 

referral to the Local Authority and Police. 
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Appendix 1 

 

Employee, Volunteer and Governor Declaration 

 

I confirm that I have read, understood and will comply with QE Academy Trust’s Information 

Policy and the ICT Acceptable Use and Confidentiality Agreement.  

 

 

 

 

Signed: ………………………………………………………………………………...  

 

 
Printed: ………………………………………………………………………………...  

 

 

 

 

Date: …………………………………………………………………………………... 

 

 

 

If you have any questions please speak to your line manager in the first instance. 

 

Please return to the Personnel Team.   

 

 
 
 
 
 
 
 


